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Overview

Syniti Replicate version 10.0 and above supports the extraction of data from SAP ECC and S/4 HANA Systems through the
application layer using Remote Function Calls (RFC). In order to use this capability, customers must have the necessary license
applied to their Syniti Replicate installation. Supported data extraction objects are as follows: -

SAP ECC Systems

Tables

Cluster Tables

Pooled Tables

Long Texts

Global & Local Queries

SAP S/4 HANA Systems
e Tables
e Views
e Long Texts
e Global & Local Queries

Customers that need to extract data from SAP ECC and S/4 HANA Systems using Syniti Replicate should raise a Syniti Support
request for a SAP RFC Extraction for Syniti Replicate.

NOTE: You must be signed in to the Syniti Support site to submit a request.

Syniti support will provide a download link to the file ‘SAP RFC Extraction for Syniti Replicate.zip’. This file includes the
following artifacts:

1.

-—
v

Drivers

> [ cData

>

T Syniti - SDR Read Table Transports - ECC
T Syniti - SDR Read Table Transports - S4H

v v

CData.ODBC.SAPERP.DLL
CData.ODBCm.SAPERP.DLL
Syniti_Register_cData_Driver_for_SAP_ERP.reg

T Transports

Syniti - SAP Query Read Text Transports

Syniti - Data Replication Read Table.pdf
Syniti - SAP Query Read Text.pdf

Syniti - SAP RFC Data Extraction Using Replicate via Syniti Migrate.pdf
Syniti - SAP RFC Data Extraction Using Replicate.pdf

SAP RFC Data Extraction Using Syniti Replicate User Guide (this document)
i. Document Syniti - SAP RFC Data Extraction Using SDR.docx

Copyright © 2022 Syniti and/or its affiliates. All rights reserved. This document contains confidential and proprietary information and
reproduction is prohibited unless authorized by Syniti. Other names appearing in this document may be trademarks of their respective

owners.
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2. SAP ERP Driver Registration
i. Windows Registry file Syniti_Register_cData_Driver_for_SAP_ERP.reg

3. Custom SAP Read Table Function
i. Overview document Syniti - Data Replication Read Table.docx
ii. Transport RD2K9A011P for SAP ECC6 SAP Basis 700 - 731
iii. Transport DCSK900470 for SAP ECC6 SAP Basis 740 and higher
a. Containing Function /BOA/SDR_READ_TABLE
iv. Transport S4DK900435 for SAP S/4 HANA 1709 (S4CORE 102) and higher
a. Containing Function /BS4/SDR_READ_TABLE
4. SAP Long Text Extract Query
i. Overview document Syniti - SAP Query Read Text.docx
ii. Install Transport DCSK900570 for SAP ECC6 SAP Basis 700 and higher & S/4 HANA 1709 (S4CORE
102) and higher
a. Containing SAP Query BOAQ_READ_TEXT in User Group /BOA/QUERY

Prerequisites

Extracting data from SAP ECC and S/4 HANA Systems using Syniti Replicate requires software to be installed on the
application server running Syniti Replicate and the SAP Application from which data is being extracted.

Syniti Replicate Windows Application Server

To use the Syniti Replicate SAP NetWeaver Extract database type, the SAP NetWeaver RFC SDK must be installed on the
application server running Syniti Replicate. The following libraries from the RFC SDK must be available at run time:

sapnwrfc.dll
icudt30.dll
icuin30.dll
icuuc30.dll
libicudecnumber.dll
libsapucum.dll

NOTE: Details explaining how to download the SAP NetWeaver RFC SDK can be found at the following location:

https://support.sap.com/en/product/connectors/nwrfcsdk.html

NOTE: The Syniti Replicate Application Server MUST have .Net Framework 3.5 and Windows Visual Studio 2013 C++
installed.

NOTE: After installing the SAP NetWeaver RFC SDK, the installation location must be added to the PATH System Environment
Variables.

NOTE: It is important that the above installations are all aligned to the correct 64 bit processing capability as SDR is a 64bit
application and will rely on the .Net Framework, Windows Visual Studio 2013 C++ and SAP NetWeaver RFC SDK being
aligned to 64bit. If not, then errors will occur when testing the connectivity either directly via 64 bit ODBC connections or via
SDR.

Copyright © 2022 Syniti and/or its affiliates. All rights reserved. This document contains confidential and proprietary information and
reproduction is prohibited unless authorized by Syniti. Other names appearing in this document may be trademarks of their respective
owners.
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Example

System variables.

Varisble Value a
NUMBER_OF PROCESSORS 2
os Wi

PROCESSOR ARCHITECTURE  AMDS4
PROCESSOR IDENTIFIER  Intels4 Family 6 Modiel &5 Stepping 7, Genuinelntel
PROCESSOR LEVEL 5 ~

Setup Steps to Extract Data from SAP Systems

Download zip file SAP RFC Extraction for Syniti Replicate.zip onto Syniti Replicate application server.
Install cData Driver for SAP ERP.

Register cData Driver for SAP ERP.

Install Custom Read Table Function on SAP Application.

Install SAP Query for Extracting Long Texts on SAP Application.

Uik W

Download zip file SAP RFC Extraction for Syniti Replicate to Application Server

Download and unzip file SAP RFC Extract for Syniti Replicate.zip onto the Windows Server where Syniti Replicate is installed.
Before unzipping the file, check the properties of the zip file to ensure it’s not blocked. If it is, check the Unblock flag and click
apply.

Copyright © 2022 Syniti and/or its affiliates. All rights reserved. This document contains confidential and proprietary information and
reproduction is prohibited unless authorized by Syniti. Other names appearing in this document may be trademarks of their respective
owners.
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General  Security Detals | Previous Versions

i

ISAP RFC Extraction for Syniti Replicate.zip J

Type of file:  Compressed (zipped) Folder (.zip)
Opens with: 'y Windows Explorer Change...
Location: B
Size: 10.4 MB (10,912,275 bytes)
Size on disk: 10.4 MB (10,915,840 bytes)
Created: Tuesday. June 21, 2022, 12:17:25 PM
Modffied: Tuesday, June 21, 2022, 12:14:14 PM
Accessed: Tuesday, June 21, 2022, 12:17:25 PM
Amributes [OReadonly [JHedden Advanced
Secunty Thes file came from anoher computer
and mght be blocked 10 help protect. L] UTDIOck
this computer
OK || Cancel || ool

The folder structure of the unzipped file should look as follows:

Copyright © 2022 Syniti and/or its affiliates. All rights reserved. This document contains confidential and proprietary information and
reproduction is prohibited unless authorized by Syniti. Other names appearing in this document may be trademarks of their respective

owners.

SAP RFC Data Extraction using Syniti Replicate > Syniti Solutions > Page 4 of 50



Svniti

-—

v [ Drivers
> 77 cData
CData.ODBC.SAPERP.DLL
CData.ODBCm.SAPERP.DLL
Syniti_Register_cData_Driver_for_SAP_ERP.reg
v [ Transports
> [ Syniti - SAP Query Read Text Transports

> [ Syniti - SDR Read Table Transports - ECC
> [ Syniti - SDR Read Table Transports - S4H

Syniti - Data Replication Read Table.pdf
Syniti - SAP Query Read Text.pdf

Syniti - SAP RFC Data Extraction Using Replicate via Syniti Migrate.pdf
Syniti - SAP RFC Data Extraction Using Replicate.pdf

Install CData Driver for SAP ERP

To install the CData Driver for SAP ERP:
1. Copy folder CData and 2 CData DLLs highlighted below from extracted folder ‘SAP RFC Extraction for Syniti Replicate’.

Drivers

. cData

CData.ODBC.SAPERP.DLL
CData.ODBCm.SAPERP.DLL

yniti_Register_cData_Driver_for_SAP_ERP.reg

2. Paste the folder into the location where Syniti Replicate was installed. By default, Syniti Replicate is installed in the

following location: -
C:/Program Files/Syniti/Syniti Replicate
> ThisPC > Local Disk (C:) > Program Files > Syniti > Syniti Replicate »

Date modified

Name
B cData 5/16/2023 10:44 AM
* :] CData.ODBC.SAPERP.DLL 5/10/2023 1:42 AM
:] CData.ODBCm.SAPERP.DLL 5/10/2023 1:42 AM

Register CData Driver for SAP ERP
To register the CData Driver for SAP ERP:

1. A Windows Registry file Syniti_Register_cData_Driver_for_SAP_ERP.reg file is available in the zip file.

Copyright © 2022 Syniti and/or its affiliates. All rights reserved. This document contains confidential and proprietary information and
reproduction is prohibited unless authorized by Syniti. Other names appearing in this document may be trademarks of their respective

owners.
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-—

v [ Drivers

> @ cData
CData.ODBC.SAPERP.DLL

Syniti_Register_cData_Driver_for_SAP_ERP.reg

v [ Transports
> T Syniti - SAP Query Read Text Transports
> T Syniti - SDR Read Table Transports - ECC
> £ Syniti - SDR Read Table Transports - S4H

Syniti - Data Replication Read Table.pdf

%] Syniti - SAP Query Read Text.pdf

Syniti - SAP RFC Data Extraction Using Replicate via Syniti Migrate.pdf
Syniti - SAP RFC Data Extraction Using Replicate.pdf

2. The Syniti_Register_cData_Driver_for_SAP_ERP.reg file expects that the driver files have be copied to the default Syniti
Replicate installation location. If Syniti Replicate has been installed in a different location, then the highlighted file
paths below will need to be modified.

r

[ ] [ ] Syniti_Register_cData_Driver_for_SAP_ERP.reg
Windows Registry Editor Version 5.00
[HKEY_LOCAL_MACHINE\SOFTWARE\0DBC\ODBCINST.INI\S

"Drive \\Program Files\\Syniti\\Syniti Repl
:\\Program Files\\S: \Sy! Replicate\\CData.0DBC.SAPERP.d11"

ta Driver for SAP ERP]

"DisplayProperties"="ALL"
"Help"="C:\\Program Files\\Syniti\\Syniti Replicate\\CData\\CData ODBC Driver for SAP ERP\\help\\help.htm"

[HKEY_LOCAL_MACHINE\SOFTWARE\ODBC\ODBCINST.INI\ODBC Drivers]
"Syniti-CData Driver for SAP ERP"="Installed"

To register the CData Driver for SAP ERP:
3. Double-click the Syniti_Register_cData_Driver_for_SAP_ERP.reg file
4.  When prompted, confirm that you want to update the registry.

Registry Editor

|\ Adding information can unintentionally change or delete values and cause components to

* . stop working correctly. If you do not trust the source of this information in
\\tsclient\RemoteDesktop\Syniti_Register_cData_Driver_for_SAP_ERP.reg, do not add it to the
registry.

Are you sure you want to continue?

No

Install Custom Read Table Function on SAP Application

To efficiently extract table / view data from SAP ECC and S/4HANA Systems using Syniti Replicate, custom read table function
SDR_READ_TABLE must be installed on the SAP system.

Transport RD2K9A011P contains the version of the function for SAP ECC6 SAP Basis 700 - 731.

Copyright © 2022 Syniti and/or its affiliates. All rights reserved. This document contains confidential and proprietary information and

reproduction is prohibited unless authorized by Syniti. Other names appearing in this document may be trademarks of their respective
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Transport DCSK900470 contains the version of the function for SAP ECC6 SAP Basis 740 and higher.
Transport S4DK900435 contains the version of the function for SAP S/4HANA 1709 (S4CORE 102) or higher.

Install the required version of the function using the standard SAP Transport import process.

Document Syniti - Data Replication Read Table.docx provides an overview of the contents of the specified SAP Transports.

Install SAP Query for Extracting Long Texts on SAP Application

To extract long text data from SAP ECC and S/4HANA Systems using Syniti Replicate, install SAP Query BOAQ_READ_TEXT in
User Group /BS4/QUERY on the SAP system.

Transport DCSK900570 contains the SAP Query that is compatible with SAP ECC & S/4HANA.

Document Syniti - SAP Query Read Text.docx provides an overview of the contents of the specified SAP Transports.

Extracting Data using SAP NetWeaver Extract Database Type
This section of the document provides detailed steps to:

1. SetUp a Connection to an SAP Application

2. Extract Data from a Single Table

3. Extract Data from Multiple Tables

4. Extract Long Texts

Set Up a Connection to an SAP Application
To set up the connection:

1. Right-click the Sources folder as shown below and choose Add New Connection.

&% New Metadata P/ o3

= ¢ SynitioR
= @ local

= 4@ DBMoto_Client

= 0
@ [ Targe Add New Connection...
1 [ Replic Paste Connection Ctrl+V

) Bl Groupt

[ |

5 @

NOTE: The Add Source Connection Wizard opens.

2. Click Next.

Copyright © 2022 Syniti and/or its affiliates. All rights reserved. This document contains confidential and proprietary information and
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o 1w

& Add Source Connection Wizard

iti Data

Add Source Connection Wizard

L
DBUS you
betested.

Selectthe

| e

Enter a Name for the Source Connection.

Select SAP NetWeaver Extract from the Database list box.
Select CData SAP RFC ODBC Driver 6.4 bit from the Provider list box.

Click Next.

& Add Source Connection Wizard

Select provider

Set connection

niti Data Replication

Select the database that contains source data to be repicated and indicate which provider to use.

54I_Demo_Source

string Source name

Selecttables Mo

Actions

e Data Provider(s)
Database
Provider:

£ 54P NetWeaver Extract

[ corra see rec ovec orver e o8

<Bock [ New>

Cancel Help

Copyright © 2022 Syniti and/or its affiliates. All rights reserved. This document contains confidential and proprietary information and
reproduction is prohibited unless authorized by Syniti. Other names appearing in this document may be trademarks of their respective
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& Add Source Connection Wizard X

Syniti Data Replication

Specify the connection parameters for the source connection

Select provider
Set connection
string Connection properties
Selecttables v Required
Driver Synt-CData Driver for SAP ERP

Driver=(Synit-Cata Driver for SAP ERP] L]

Connection String
ODBC connection properties string.

i Edt B Test

<Back Next > Cancel Help

7. Click the connection properties and configure the connection.

The CData ODBC Driver for SAP ERP DSN configurator opens.

CData ODBC Driver for SAP ERP - DS Cons

Comection Tatles Lcense

DSN Corbguraton

Data Source Name TestConnecton | | Reset Connection
Connecton Propeses

4 Show Required 4 Show Al | 371 2|

NetWieaver
102112205
0

The table below defines the available CData ODBC SAP ERP driver connection properties along with recommended values to
be used for particular properties.

YELLOW = Syniti recommended changes to default values
= SAP connection information that may or may not need to be populated based upon requirements

Property Recommended Value
Authentication ConnectionType
Authentication Host
Authentication SystemNumber

Copyright © 2022 Syniti and/or its affiliates. All rights reserved. This document contains confidential and proprietary information and
reproduction is prohibited unless authorized by Syniti. Other names appearing in this document may be trademarks of their respective
owners.
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‘ Property Recommended Value
Authentication User
Authentication Password
Authentication Client
Authentication X509Certificate _
Authentication MessageServer
Authentication Group
Authentication Systemld
Authentication RFCURL
Authentication MessageServerService
Caching AutoCache FALSE
Caching CacheProvider
Caching CacheConnection
Caching Cachelocation %APPDATA%\CData\SAPERP Data Provider
Caching CacheTolerance 600
Caching Offline FALSE
Caching CacheMetadata FALSE
Firewall FirewallType NONE
Firewall FirewallServer
Firewall FirewallPort 0
Firewall FirewallUser
Firewall FirewallPassword
Logging Logfile
Logging Verbosity 1
Logging LogModules
Logging MaxLogFileSize 100MB
Logging MaxLogFileCount -1
Misc Charset
Misc Destination
Misc EndianType Auto

Copyright © 2022 Syniti and/or its affiliates. All rights reserved. This document contains confidential and proprietary information and
reproduction is prohibited unless authorized by Syniti. Other names appearing in this document may be trademarks of their respective
owners.
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‘ Property

Group Recommended Value
Misc GatewayHost {Populate if SAP Gateway is used}
Misc GatewayService {Populate if SAP Gateway is used}
Misc GenerateSchemaFiles Never
Misc InitialValueMode InitialValue
Misc Language EN
Misc Location
Misc MaxRows -1
{Populate with TrimStrings property to change the
way leading and trailing spaces are handled — see
Misc Other appendix for further details}
Misc Pagesize 25000
Misc PseudoColumns =
Misc QueryMode Global
/BOA/SDR_READ_TABLE (SAP ECC Systems)
Misc ReadTableFunction /BS4/SDR_READ_TABLE (SAP S/4 HANA Systems)
Misc RTK
Misc StoredProcedureFilter BAPI*
Misc SupportEnhancedSQL TRUE
( NOT TABNAME LIKE '%/%' AND ( TABCLASS =
'TRANSP' OR TABCLASS = 'POOL' OR TABCLASS =
Misc TableMode 'CLUSTER' ) AND CONTFLAG <>'L")
Misc Timeout 60
Misc UselLabels FALSE
Misc UseUnicodeRFC TRUE
Misc UseSimpleNames FALSE
Misc DefaultDomain
Misc EnableForeignKeyDetection FALSE
Misc IncludeDualTable FALSE
Misc LimitKeySize 255
Misc MapBigintToVarchar FALSE
Misc MapTolnt FALSE

Copyright © 2022 Syniti and/or its affiliates. All rights reserved. This document contains confidential and proprietary information and
reproduction is prohibited unless authorized by Syniti. Other names appearing in this document may be trademarks of their respective

owners.

SAP RFC Data Extraction using Syniti Replicate > Syniti Solutions > Page 11 of 50




S\" 4|ti

Group ‘Property Recommended Value
Misc MapToLongVarchar -1
Misc MapToWVarchar TRUE
Misc MaximumColumnSize 16000
Misc UpperCaseldentifiers FALSE
Proxy ProxyAutoDetect TRUE
Proxy ProxyServer

Proxy ProxyPort 80
Proxy ProxyAuthScheme BASIC
Proxy ProxyUser

Proxy ProxyPassword

Proxy ProxySSLType Auto
Proxy ProxyExceptions

Schema BrowsableSchemas

Schema Tables

Schema Views

Security SNCMode

Security SNCName

Security SNCQop

Security SNCPartnerName

Security SNCLibPath

SSL SSLServerCert

See Appendix 1 for further details regarding connection properties.
See Appendix 3 for further details regarding SNC connectivity setup.

NOTE: Typically, Syniti Replicate runs a Select 1 Count(*) from {Table} before running a replication. This allows the
replication to track the % completion. When extracting from the SAP application layer, this is an expensive operation as this
query can’t be pushed down to the database. Therefore, this functionality should be disabled. To disable the functionality:

8. Right-click the SAP Source Connection and select Connection Properties.

Copyright © 2022 Syniti and/or its affiliates. All rights reserved. This document contains confidential and proprietary information and
reproduction is prohibited unless authorized by Syniti. Other names appearing in this document may be trademarks of their respective
owners.
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S O R Demo - 54_Demo,_Sox
focal
& Demo
B Sources
8
00 Targets ,
8 50=.0em
B  SelectTables..
[ Repkcatons |y Create Multiple Replications.
SMGoss | g cport Rephcations..
R Copy Connection CuteC
“ Rename Connection [

Remove Connection

) Refresh Schema Information 75

9. Set the Skip Record Count property to True.

8 Souce Comection Propertes  S4Dema,Source x|

Conmecton propertes for the source catatase

a2l

v Generst
3 Connecton CDATA SAP RFC 0DBC Driver 64 8¢
v Dynamic Properties

Max Numer of Concurrent Coasectons. E)

Command Tmeout

Daconnected Uode Fane

Detaut Comme Mode AsteComme

Skip Record Count

Extracting Data from a Single Table
To extract data from a single table, follow these steps:

1. Import Table Metadata into Syniti Replicate
2. Create Table in Target Data Source

3. Create Replication for Single Table
Step 1: Import Table Metadata into Syniti Replicate

1. Right-click the Source Connection that represents the SAP System where data is being extracted and choose Select
Tables.

Copyright © 2022 Syniti and/or its affiliates. All rights reserved. This document contains confidential and proprietary information and
reproduction is prohibited unless authorized by Syniti. Other names appearing in this document may be trademarks of their respective
owners.
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@NewMetadats 7 3 83 @ O (2

0 srace
I
@ Demo
B Sources.
_§ EErm—
e
8 e TS

Repkcator] @ Creste Multipe Repicatons
“own | Erpor Replcatons

R Copy Connection CtieC

Rename Connection &
Remove Connection

€ Refresh Schema Iformation £

. Conaection Properties.

2. Inthe Select Tables dialog box, expand the Source navigation tree (S41_Demo_Source) and then click the schema called
SAPERP.

Tip: Avoid expanding the navigation tree below the SAPERP schema. If you expand it, the system attempts to load all the tables
defined by the ‘TableMode’ connection property and could take a few minutes to complete.

M Select Tables - o X

Expand the treeview and select e cbjects you want 10 repicate under the
scurce connecton

Fiter: Y *-

@ 54 0omo_source
- B EE B

£ tie System Tavies

Hep oK Cancel

3. Select the specific table that needs to be extracted by entering the name in the Filter field and then clicking the Apply
Filter icon.

Tip: Append % to the first characters of a table to retrieve a list of tables that begin with specific characters.

Copyright © 2022 Syniti and/or its affiliates. All rights reserved. This document contains confidential and proprietary information and
reproduction is prohibited unless authorized by Syniti. Other names appearing in this document may be trademarks of their respective
owners.
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M Select Tables = 0 %
séurce connecion .
Fiter: MAR% t-
Soa B
@

A Hce System Taties.

Hep o Cancel

4. Select the table(s) that need to be imported into the Source Connection table metadata store and click OK.

W Select Tables = @ X
scurce comecton
Fiter: MAR Y t-

NOTE: This action may take 10 - 15 seconds to complete.

Step 2: Create Table in Target Data Source

1. Drag the source table to the target to open the Create Target Wizard.

Source connection

Target
connection
Define columns

ComnectonNare: [ SAPEGC_TARGET TEST1 7]
QL script
. Oatabase ame: [SApece_TARGET_TESTH <
Summary Owner Name: = v

e [ ]

Copyright © 2022 Syniti and/or its affiliates. All rights reserved. This document contains confidential and proprietary information and
reproduction is prohibited unless authorized by Syniti. Other names appearing in this document may be trademarks of their respective
owners.
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2. Click Next twice to reach the Target Connection Details form, and populate the Database Name, Owner Name and
Table Name and click Next.

8 crese TrgetTable Wiz x

. . Seiecthe target connecton and defne the targe tabe name.
Target
connection
Define columns
Connecton Hame:
SOL scrpt
Actions Dotabase Name:  [SAPECC_TARGET_TEST! 7]
Summary Ownertlame:  [abo 7]
Tabie Hare: = ]
<Bock | tex> Concel | | hep

3. Inthe Table Structure form, scroll to the bottom to assign the datetime2 Type to the ReplicateDateTime field and

click Next:
& Create Target Table Wizard

Source connection

Target connection Table Structure
e cotumne L% 2 3 » Create Table Rule [ avtomatic  +|
Fieldname  Type Sz Precsi. Swle Nl Defou.. ldentity A
S FIBER_CODE2  nvarchar [V s 0 o
Actions FIBER_PART2  nvarchar v 3 0 i)
Summary FIBER_CODE3 nvarchar v ) o &
FIBER_PARTS  nvarchar v 3 0 g
FIBER_CODES  nvarchar v s 0 11|
FIBER_PARTS  nvarchar . 3 0 =)
FIBER_CODES  nvarchar v s 0 =)
FIBER_PARTS  nvarchar v 3 0 =]
nvarchar v 4 o 0

<Back Next > Cancel Heb

4. Click Next twice and then click Finish.

Step 3: Create Replication for Single Table
1. Right-click the Replication folder to select the Create New Replication option.

@ [ Targets |I &P QE_dbMoto_Te

-5 Create New Replication... |
MARA_MARC_001 H T =1

MARA_RD2 & QE_dbMoto_Te
MARA_S4I & QE_dbMoto_Te
B MARC £ QE_dbMoto_Te
F MARD £/ QE_dbMoto_Te

Copyright © 2022 Syniti and/or its affiliates. All rights reserved. This document contains confidential and proprietary information and
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2. Selectareplication name or leave it blank. If the name is blank, the System assigns the name of the table as the
replication name or adds a counter to it if that name already exists.
3. Leave the Replication Type as Refresh.

& Create Repication Wizard
- Syniti Data Replication

Replication type. i

Source connection
Repication Name

Target connection J— 0 ]

Ousecow  @andsines
Mapinginfo

Repication Type

Aotk © Retresn
Sy
O contnuous werong

O synchronization

4. Select the source connection and the table to be replicated and click Next.

& Create Replication Wizard X

. Syniti Data Replication

Select the source connection and tabie to be repicated.
Replication type

Source

connoction
Torgetconnecion Comnecton Name: [ 54P_S4_SOURCE_TEST2 <
Mappinginfo Tae Hame
Scheduling Opentave.. |
Acsons
Summary

w,:ﬂ"
1 <Back | o> Cancel e

5. Select the target connection and the table to be replicated and click Next.

& creste Repication Wizara

- Syniti Data Replication

Select the target connection and table o be repicated.

Replication type

Source connection

e ., Connecton Name:
Database N
Mapping nfo Ovinerame:
Scheduling Tabie Hame
Actions =
Summary

<Back Next > Cancel Heb

6. Click Next in the Mapping form to map all the fields from the source into the target.

Copyright © 2022 Syniti and/or its affiliates. All rights reserved. This document contains confidential and proprietary information and
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& Create Replication Wizard

Syniti Data Rep

The mapging d
Replication type target fieds. Drag source feds totargetfeds o use the toobar o edt mappings.
Source connection
E-oEo-®-
1SAP_S4_SOURCE TEST2] SAP. [SAP_S4 TARGET_TEST1] SAP_S.
Target connection ik name Ordnal | A Fied name ordnal T, A
wanoT o —_— [0 o m
WAmR ] KUNR 2 o
e EEEN o B wanor @ om
Aopoing ink |= P = PO
Scheduling < > < 5
Actions Fikt name TorgetTabe  Orgnal e sze S
Summary. i | EEmanor [SAP_S4 TARG.. 1 nvarchar 3 '
o |Bowe s s 2 e © v
o < >
Bk | het> | )

7. Click Next to launch the replication immediately.

& Create Replication Wizard x

- Syniti Data Replication

Set scheduing information for the repiication.
Replication type

Source connection

[ Enable Repication
[ Execute intial Refresh

Start Tme: 22022 |[7:0837 AN 2]
Refresh Schedule  Mirroring Schedule  Verifier Schedule

Mapping info @ Run One Time Only
O Run Recurrenty:

Target connection

Actions

Summary.

oo | Wet> | [cama ] [ Hew

8. Click Next again and Finish.

Extracting Data from Multiple Tables

To extract data from multiple tables:
1. Bulk Import Table Metadata into Syniti Replicate
2. Create Replications for Multiple Tables

Step 1: Bulk Import Table Metadata into Syniti Replicate

1. Right-click the Source Connection that represents the SAP System where data is being extracted and choose Select
Tables.
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@ New Metadats L RN ERRE &
O smom Dems - 54 Deme_Source (58 DR YocalDemols
S vemo Regieator
B Soces
8
B Targets e =
8 S e 5

1 Reskcsor] @8 Create Multipe Repications

sMoos | @ Epon Rephcations
R CopyComnecion  CuieC
= Rename Connection R

Remove Connection

@ Refresh Schema Information S

K Connection Properts

2. On the Select Tables dialog box, click the Load Tables List icon and then select Import from File.

s Select Tables

scurce connecon

[ rce System Taves.

3. On the Select Table List File dialog box. choose the file that contains the list of comma separate tables to extract.

Wy Select Tables List File
« 4 B> ThisPC » Desktop »
Orgunize v New folder
Tickets A Name
5 This ¢ ats M
3 30 Objects quadiate s original
SOR 4 5AM
I Desitop -
o Demo,_Tables.csv.
Documents
& Downlosds
D Musie
& Pictures
B Videos

‘e Local Disk (C)
= Library (\17231
o Network v <

File name: [Demo_Tables.cov BE

=

NOTE: The file being used to import the tables must be in a CSV format as shown in the screenshot below:
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B oow 150 3 BcoaTAs 3 BIDBMow 0002 o9 13 [ Dvmo_Tobivs cav 3
1 ["=, "SAPERP", "EQKT", []
2 =", "SRPERP", "EQUI®, (]
3 =, "SAPERP", "KNAL", []
4 *", "SAPERE","KNB1", []
5 ==, "SAPERP", "KNBS®, []
~SRAPERP", "KNBK", []
=SAPERP", "LFAL", []
=", "SAPERP", "LFB1", (]

4. Once the file import has been completed, expand the list of tables beneath the SAPERP schema and check that these
correspond to the tables in the upload file.

5. Click the OK button.

i
b
1
£
8

i
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Step 2: Create Replications for Multiple Tables

5 O SR | oemo - 54 pen

=2
=2
=
®m
=
B {R2  Copy Connection CtreC
E i Rename Connection R
= Remove Connection
% ©  Refresh Schema Information  FS
S .?.-ws Transactonal Setup
SR D

1. Click Next.

& Creste Muitple Replications Wizard

Create Multiple Replications Wizard

2. Click Next.

& Create Mutiple Repiications Wazard

N o [e=m S
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3. Select Schema Name SAPERP.
4. Check Load Table from Local Metadata flag.

IMPORTANT! Checking the Load Table from Local Metadata flag ensures that only the tables for the tables imported from the
file in the previous step are available for selection. If you do not check this box, Syniti Replicate browses all the tables in the
SAP system.

5. Click Next.
& Create Muitipie Replications Wizard x
6. Select Connection Name of Target Connection.
7. Select Database Name in the Target Connection.
8. Select Owner Name of Target Database.
9. Click Next.

§ Creve Mt Replcatons W x

‘Setect hetarget cannecton and icaryidatatase/schema fo be rephcated

Comnecten Name

Ouatase Hame

10. By default, all the tables in the Source are selected. Choose the items for which a new replication should be created.
11. Click Next.
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& Create Mutipie Replications Wizard x
H Synic D
R Setcthe tbis 10t i rephcasen
Reskcaton Lot
) SowceTible  SowceType  TwpeTable  Mappe o
g daca vew e g=
2P eu view & =
@ 0w vew o M= ®
@ o view e =
Setreplications [ dPves v (@)oo vC=
i &2 @ o view e M=
2 eun view Y =
- aéuvm e e Re=
e view waa b=
2 @ asc view wac Rle=
= view s M=
) Crost Tate A [ somare

Vagpng Auve i Map8yrame v
ey | (o]

12. Check the Enable Replication Flag.
13. Check the Execute Initial Refresh Flag.

NOTE: These settings cause the replications to be created and then immediately run.

14. Click Next.

& Create Muttiple Replications Wizard x

Set scheduing nformaton for e repicasen

[ Enatie Resicaton

[ Execute rtal Revesn

Stat Tewe o2 [ @
Reresh Schecule  Meraeng Scheduie  Verfer Schedule

et repicator ® Run O Tove 0o
Scheduling O fun Recurerny

15. Click Start.
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& Create Muttiple Replications Wazard x

Syniti

16. If one of the tables selected does not exist in the target database, Syniti Replicate is able to create it automatically.
When prompted, it's recommended to select Yes All.

st
e waard

Process siats

‘Syniti DR Management Center

Table EQKT de
D0 you want to create the table?

00 ContShom Agen ] =

Processing

=
The target tables is then created in the target database and the replications are created in Syniti Replicate.

17. Click Close.
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& Create Mutiple Replications Wizard X

e waard

Prcess states

Settng up repkcation for table MARD'

[

Te rephcaton on tabie EGKT has bees successiuly Cremed ~
repkcation o0 tatie EQUY has bean successiuly created

e repkcaton s T has been successtly created

Proceasing

The rephcation on tabie LFDT has been successfuly cresied
WARK

The repication on table MARC has bees success fuly created.
The replcaton en tatie WARD has bees successiuly Crested

) =]

& Repication Montor X

=EoF 2 3
Demo - Repkcatons 5yt 08 focs Demo Rekcations)
Name = ReshationSutus intalzaton S Reolcason rop  Processed Recor . FadedRecords  TomlRecords  LastRephats
Peacr o o 1Y) o
P e Enecuted eew 7 . 726 o Success
P e Executes o oaeew m . @2 o Succass
P e Eeted o oew 4 o 254 o Success
Poes e erecites oo B . 26 o Success
Poex e Execited o oeew » . 7 o success
Poa e Ectes oaeew 2 . 326  Success
Puon e Enecuted e wm . 212 o Success
P e eeates teew 1 . 181 o Success
Prsac e Enecutes e et . 237  Success
P e Eecutes oteew a7 . 2897  Success

Extracting Long Texts
To extract long texts:

1. Import Table Metadata into Syniti Replicate
2. Create Long Text Table in Target Data Source

3. Create Long Text Replication

Step 1: Import Table Metadata into Syniti Replicate

1. Right-click the Source Connection that represents the SAP System where data is being extracted and choose Select
Tables.

Copyright © 2022 Syniti and/or its affiliates. All rights reserved. This document contains confidential and proprietary information and
reproduction is prohibited unless authorized by Syniti. Other names appearing in this document may be trademarks of their respective
owners.

SAP RFC Data Extraction using Syniti Replicate > Syniti Solutions > Page 25 of 50



Svniti

@NewMetadats 7 3 83 @ O (2

0 srace
I
@ Demo
B Sources.
_§ EErm—
e
8 e TS

Repkcator] @ Creste Multipe Repicatons
“own | Erpor Replcatons

R Copy Connection CtieC

Rename Connection &
Remove Connection

€ Refresh Schema Iformation £

. Conaection Properties.

2. On the Select Tables dialog box, expand the Source navigation tree (S4]_Demo_Source) and then click the schema
called SAPERP.

Tip: Avoid expanding the navigation tree below the SAPERP schema as doing this causes the system to attempt to load all the
tables defined by the “TableMode’ connection property and could take a few minutes to complete.

M Select Tables o o X

Expand the reeview and select The obrects you want 10 rephcate under the
scurce connecton.

®

£ He System Taties

Hep oK Cancel

3. Select the specific table to be extracted by entering the name in the Filter input field and then click the Apply Filter
icon.

Tip: Append % to the first characters of a table to retrieve a list of tables that begin with specific characters.
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Wy Select Tables - =] X

|

|

| Expand me veeview and seiect de ctrects you wast 0 repicate under the
| sowce
|
I
|
|

Finer: [BOAQ_READ_TEXT | ¥ X 2-
54 Demo_Sour
!aw “ CO

[o®

[ Hede System Tasies

W Select Tables - =] X

I

1

| Expand me veeview and seinct me chects you want 1o repicate under the
| sowce comaecton
1
1
1
1

Fier: [EOAQ_READ_TEXT Y X 2-
®
®

4 He System Tavies
— oK Cancel
o

Step 2: Create Long Text Table in Target Data Source
To create a new Long Text table in the target database:
1. Dragand drop the BOAQ_READ_TABLE source table onto the target data source.
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SXPn@dd @

@Newensss 7 3 3 B 02 &
[y s.-mm Demo - BOAQ_READ_TEXT (Syrv DR Yocal Demo\Sources S40_Demo
oca

Name ~ Rephcationsta

2.0n the ‘Create Target Table Wizard’, click Next.

& Create Target Table Wizard X

Create Target Table Wizard

e tatie for the repication
target table

==

3. Confirm that the source connection name and source table name are correct.
4. Click Next.

Copyright © 2022 Syniti and/or its affiliates. All rights reserved. This document contains confidential and proprietary information and
reproduction is prohibited unless authorized by Syniti. Other names appearing in this document may be trademarks of their respective
owners.

SAP RFC Data Extraction using Syniti Replicate > Syniti Solutions > Page 28 of 50



Svniti

& Create Target Table Wizard x |

S Select the source tatie to be coped.

connection

Connecton ame

Tabie Hame: [ SAPERP BOAG_READ_TEXT JF

3. Confirm that the target connection name, database name and owner name are correct.

4. By default, the target table name will be BOAQ_READ_TEXT. It's recommended that this table name is changed to
something that represents the specific long texts being extracted.

NOTE: It’s likely that several different long text extracts will be needed for different data objects.

5. Click Next.

& Create Target Table Wizard X

. Syniti Data Rep

Target
connection

Connecton Name: [ SOR_Demo_Target v
Ostsbase Nome: [SOR_Demo_Target

Owner Name: b0 -~

Table Name [watecs,_Tes] ] I

The details of the table to be created display.

6. Click Next.
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& Create Torget Table Wizard

Syniti Replicate

has been the
Source connection v .
Target connection Tl Structure
=== 5 Create Table Rule [[] Automatic v
Dotine columna B |
S Field name Type Sze  Precsi. Sale  Nul  Defa
e = T-50x seso_roromect —maroor B 2000 =g ]
Actions BOA_READ_TEXT-NAME. archar [v] 2000 0 ]
Summary _BOA_READ_TEXT-ID nvarchar v/ 2000 0 &4
_BOA_READ_TEXT-LANGUAGE  nvarchar |v| 2000 0 o
BOA_READ_TEXT-FORMAT  nvarchar |v| 2000 0 =]
B0A_READ_TEXT-LINE nvarchar |v| 2000 0 =]
_BOR_READ_TEXT-COUN nvarchar [v| 2000 0 o
ZMANDT nvarchar |v| 2000 ] 1]
Variant warchar || 2000 0 o=@
< >
<Back || Next> cancel | | Hep

The create table SQL statement displays.
7. Click Next.

& Create Target Table Wizard

Source connection

Syniti Replicate

Target connection Table Creation Script
:
Define columns ¢ Create table MATERIAL LONG_TEXT
:
SQL script create table "dgSAP Velume"."dbo" MATERIAL LONG_TEXT
Actions ¢

_BOA_READ_TEXT-OBJECT" nvarchar(2000) NULL ,
1

Summary RME" nvarchar(2000) NULL ,

~_BOA_READ_TEXT-COUN" nvarchaz (2000) NULL ,
nvarchar (2000) NULL ,
Variant nvarchar(2000) NULL

v [ Nets ] o= [ e

The long text table is created in the target database specified.

Step 3: Create Long Text Replication

To create the replication:

1. Right-click the Replication folder and select Create New Replication.
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2. Click Next.

& Create Replication Wiaard x}

Create Replication Wizard

3. Enter the Replication Name
4. Click Next.
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& Create Replication Wizard

r Syniti Data Repli

Retresn mode wil define 8 cne-tme uncrectonal resication. from the Source server to e target
serves

Repicaton Name

Regkcaton Neme  [HowrTond
Descrstan
[ Use Group @

Repicaton Type
@ Retresn
O Contnuows Mrrorny

O Sysenvonzasen

5. Select the Source Connection Name
6. Select Table Name BOAQ READ_TEXT
7. Click Next.

& Create Replication Wizard

Syniti Dat

Seect e s0urce connecton and tatke 1o be repicated

=1

Tabi Name b SAPERP BOAD_ READ._TEXT V3

8. Select the Target Connection Name into which the long text data is to be replicated
9. Select Database Name into which the long text data is to be replicated

10. Select Schema Owner Name into which the long text data is to be replicated

11. Select Table Name into which the long text data is to be replicated

12. Click Next.
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| & Create Repication Waars

Target
conmextion

Select e target conmecton and table 1 be repicated

8 5O Demo_Target

Ostatase Name  |SOR_Demeo_Twrget

Owrine (@0
-]
—

13. Review the mapping information and click Next.

& Create Replication Wizard

Target connecton

Syniti Data Rej

The mapping has been automatically generated using the defaut mapping rule to match source and
target fields. Drag source fiekds to target fieds or use the tooer 10 edk mappings.

E-OmoOo-E-

(S41_Demo_Source) SAPERP 8O [SOR_Demo_Target] SOR_Demo_Ta

Fiekd name. Ordnal  ~ Fieid name Ordnal Ty~

B _s0aresn. o1 e | [ _B0A_READ.. 01 ™

B soaresn . 02 ——————————— | @ oA READ.. 02 ™

[H soa_resn.. 03 ———————— [HE_soAresD.. 03 m

B _eoares. o4 ————————————— [ _BoAREAD.. 04 m

B _soa resn.. 05 B _e0a rean.. 05 m

B 8oa ReaD. 08 Y H eo0a read. 08 mv| |

< > < > |
Ordnal Tyve Sze el |
1 nvarchar 2000 ) |
2 nvarchar 2000 .
3 nvarchar 2000 v

oo | vy | o] [ e |

Before running an initial extract, a replication where clause to restrict it to a subset of long text records should be added.

Therefore, on the next step:

14. Deselect Enable Replication.
15. Deselect Execute Initial Refresh.
16. Click Next.
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St Tee w1020z |[i1earAu
Retresn Schadue Meroreg Schedule  Verfer Schedde

® Run One Tome Oriy
O Aun Recurresty:

17. Click Next.

& Creste Replication Wazard X

18. Click Finish.

The replication is created, however, its icon is dimmed because it’s not enabled.
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19. To add a where clause to the replication, right-click the replication and select Replication Properties.

g

On the ‘Refresh’ properties menu item, an extract where clause can be added to the attribute ‘Refresh Filter Source’.
Long Text Data Filtering

Option 1: Using a ‘where clause’ to run a query with a specific Variant

To use this option, a Variant must be created for SAP Query ‘BOAQ_READ_TEXT’ in User Group /BOA/QUERY
Example Where Clause using a Variant

Variant = ‘MY_VARIANT’
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Option 2: Using a ‘where clause’ to pass in query selection parameters

SAP Query ‘BOAQ_READ_TEXT supports querying on the following selection parameters:
Text Object: Field Name _BOA_READ_TEXT-OBJECT

Text Name: Field Name _BOA_READ_TEXT-NAME

Text ID: Field Name _BOA_READ_TEXT-ID
Language: Field Name _BOA_READ_TEXT-LANGUAGE

Example Where Clause using Input Parameters
“_BOA_READ_TEXT-OBJECT” = ‘MATERIAL’ AND “_BOA_READ_TEXT-ID” = ‘BEST’

NOTE: Double quotes need to be wrapped around the field names that are used in the where clause.
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& Replication Properties X
Replication |§BDAQ_READ_TEXT v
Replication Properties —
= B e v Refresh Options ~
B scheder Refresh Fiter Source “_BOA_READ_TEXT-OBJECT'=MAT
B Herts Order By Clause Source
B preferences Skip Target Truncate Expression Generator [SQL]
) Refresh Refresh Fiter Target
&) viroring Refresh Interval "_BOA_READ_TEXT-OBJECT"='MATERIAL'| |
S verter Refresh Recovery
> Record ID
Refresh Staging
Insert Mode
Bulk Type
Block Size
Refresh Filter Source
WHERE clause to use on the sourd [ + || - |[ 1 ][+ |[& >[[<[[= [[ana | or |['net |
refresh.
£ values Name
7] operators.
[ Use Partitons

Active Partition... Source|

Add Partition | Remove Partition

e L=

20. Run the long text replication by right-clicking the long text replication and selecting Enable Replication.
21. Right-click the long text replication and select Run Initial Refresh.
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O saom Dema - Maters
= B o
S Demo Name
D sources. Materal_T

saRp | € Show Misteey
o BB owes Verdy Reghcation

“ RenwmeRephcation £
Remeve Rephcation
Validate Rephcaton |
=
© Metadata Active o Rephcation Propertes. b

22. When prompted, click Yes to confirm that a full refresh should be performed.

Syt DR Management Center

The sefected replications will be marked to be re-mtualiced with » full refresh.
Do you want to continue?

The long extract starts to process.

TotRecsods  LastReshcaten
1 Scess

Once the extract is complete, view the extracted long text data by right-clicking the Long Text table under the Target Data
Source and choosing Open Table.
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G Toblescrpt ’

Rephcabon B
Remeve Table
) Refresh Schema Information 5

§ Metadata Actve @ 5¢ /& Table Properties. =

The data extracted should correspond to parameters passed in the where clause or the variant used in the where clause.

Results:

_BOA_READ_TEXT-OBJ _BOA_READ_TEXT-NAME | _BOA_READ_TEXT-ID _BOA_READ_TEXT-LAN | _BOA_READ_TEXT-FORMA | _BOA_READ_TEXT-LINE | [BOA_READ_TEXT-COUN | ZMANDT | Variant
> MATERIAL TKW_1002 BEST E * Semi-Metallic Brake Pads del 1 400 (nully
| |MATERIAL TKW_1002 BEST E ! pack. See Contract for com 2 400 (nully
| MATERIAL TKW_1002 BEST E ! 3 400 (nully
| |MATERIAL MHB80008 BEST E - Long PO description for the 1 400 (nully
| MATERIAL MHB80008 BEST E ! all nursing units and many d =~ 2 400 (nully
| |MATERIAL MH81008 BEST E - Long PO Description for Forc 1 400 (nully
| MATERIAL MH81008 BEST E ! contain more detailed inform 2 400 (nully
| MATERIAL MHS1623 BEST E > Zimmer, 4022-00-45, Zimme 1 400 (nully
| MATERIAL MHS1623 BEST E ! Fenestrated Stem 4Smmx 1 2 400 (nully
. MATERIAL 000000000000000183 GRUN E - This is a test 1 400 (nully

MATERIAL 000000000000014563 GRUN E Test 1 400 (nully

Appendix 1 — Important Connection Property Details

TableMode

The value entered here represents the filter criteria that is applied to SAP data dictionary table DD02L to extract the scope of
tables available for extraction.

This statement can be altered to add some additional tables e.g., cluster / pooled or views e.g., (NOT TABNAME
LIKE '%/%' AND TABCLASS = "TRANSP' AND (CONTFLAG = 'A' OR CONTFLAG = 'C' OR CONTFLAG ='G' OR
CONTFLAG ="E' OR CONTFLAG ='S' OR CONTFLAG ='W")) OR TABNAME = 'PAPPINSVH'

Using criteria that select more tables than recommended may cause performance issues when performing
operations that browse the SAP metadata.
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This property defines the number of records that will be extracted per RFC call. The recommended default value is 25000,
however, this can be adjusted. Using a higher value may reduce extraction times, however, if the value is too large, then
extracting tables with lots of columns may fail due to lack of temporary memory on the SAP application side.

QueryMode
The SAP Query to extract long text BOAQ_READ_TEXT is a global query, hence by default it's recommended to use value Global.
However, if Local queries are created, then this value can be set to ALL.

NOTE: If there are queries with names that overlap with standard SAP tables or queries with the same name but in different
User Groups then this may be problematic and hence should be avoided if possible.

TrimStrings

This property provides control of how leading and trailing spaces are handled on extracted data. The options are: -

TrimAll - Trim the leading and trailing spaces of the string value.
TrimLeft - Trim the leading spaces of the string value.
TrimRight - Trim the trailing spaces of the string value.

None - Do not trim any spaces of the string value

The TrimStrings connection property is populated within the driver property ‘Other’ e.g. Other=TrimStrings=TrimRight. If no
value is provided for this property, the default behavior is TrimAll - Trim the leading and trailing spaces of the string value.
InitialValue

This property controls how Blank versus NULL values are handled. By default, it's recommended that value InitialValue is
used. This writes a <Blank> value to a table field with no data. This value can be changed to NULL if the value written should
be NULL.

NOTE: If there are columns that are primary keys that have <Blank> values then using value NULL will cause the extract to
fail.

Views

This property allows a subset of the tables returned by the TableMode criteria to be restricted in the metadata extract.

Appendix 2 — Troubleshooting

If there are data extraction errors that can’t be resolved through the usual Syniti Replicate logs, it’s possible to activate
detailed logging in the CData Driver for SAP ERP. This can be done by setting the following connection properties:

e Logfile -> Enter the location and filename of the log file e.g. C:\SDR\Debuglog.txt
e Verbosity -> Enter value 3
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Logging
Logfile C-\SDR\Debuglog txt
Verbosity 3

Known Issue 1: Maximum ODBC Connection String Exceeded

When creating a connection using the properties in SDR, there is a limit to maximum connection string length. This limit is
1032 characters. Therefore, deviating from the recommended property values may cause the character limit to be exceeded
and hence cause problems.

To get around this issue it’s possible to create a DSN record and then reference this DSN directly in the SDR connection.

Known Issue 2: Performance Problems when CData Ingests SAP Metadata

On some deployments we have found an issue where the Replicate Service memory consumption rises a very large amount (4
to 5GB +) at certain intervals when running SAP NetWeaver based replications using the CData connection type. The issue is
caused by CData caching the SAP table and field metadata every hour based on the default settings of the driver. Once the
caching is complete the performance and memory usage returns to the pre-caching levels. A side effect of the caching can be
that replications look to be in a pending state until the caching is complete.

To resolve this issue, you can change the caching refresh period from 60 mins to 24 hours by adding the following parameter
string to the other parameter under the advanced settings.

SchemaCacheDuration=86400

It is then recommended to schedule an SAP replication to run once every 24 hours so that the caching is performed once a day
and won'’t be retriggered during the snapshot or replication window.

Appendix 3 — SNC Configuration

This section details the steps to configure a Secure Network Communications (SNC) connection between
a Replicate Server installed on Windows and an SAP ECC or S/4HANA server. This is an advanced topic,
and an experienced SAP Basis resource will be required.

The SAP side of the configuration is typically the responsibility of the SAP Basis team. The steps for
configuring different versions of SAP may differ so the steps below are intended for guidance only.

NOTE: The SAP server must have SNC enabled.

Download and Extract the Files
To download and extract the files:

1. Retrieve the SAP Cryptographic Library files. The latest version can be downloaded from the SAP
Marketplace. Download:

e SAPCAR.EXE—Utility to uncompress . SAR files
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e SAPCRYPTOLIBP_<version number>.SAR - Compressed file with the SAP crypto library,
for example SAPCRYPTOLIBP 8536-20011729.SAR.

2. On the Replicate server, create a folder for the Cryptographic Library, for example C: \SAP_SNC.

Copy the files downloaded in step 1 to this folder.

4. Extract the files from the . SAR file by executing the SAPCAR application. Open a command prompt
with Administrator privileges.

5. Move to the C: \SAP_SNC folder and run the following command:
sapcar -xvf SAPCRYPTOLIBP 8536-20011729.sar

NOTE: Eight files are extracted, including the sapcrypto.dll and sapgenpse.exe.

Add System Environment Variables
You must be an Administrator on the Replicate server to perform this action.
To add the environment variables:

1. Add a System environment variable named SECUDIR with a value of the folder path where the
SAP Cryptographic Library files have been extracted. The screenshot below shows an example
where the files were extracted to C: \SAP_SNC.
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System variables

Variable Value 2

PROCESSOR_IDENTIFIER Intel64 Family 6 Model 79 Stepping 1, Genuinelntel

PROCESSOR_LEVEL 6

PROCESSOR_REVISION 4101

PSModulePath %ProgramFiles%\WindowsPowerShell\Modules;C\Windows\s...

SECUDIR C\SAP_SNC

TEMP C\Windows\TEMP

TMP C\Windows\TEMP o
New... Edit... Delete

2. Add another System environment variable named SNC_LIB with a value of the SAP Cryptographic
Library full path, for example C: \SAP_SNC\sapcrypto.dll.

3. Ifthe Replicate services or applications were active during the creation of the environment
variables, restart them to read the newly created variables.

Generate the Personal Security Environment and Certificate

A prerequisite to configuring an SAP NetWeaver connection, the Replicate application server must have a
Personal Security Environment (PSE) with a certificate accepted by the SAP server.

To generate the PSE and the certificate:

1. Atthe command prompt, run the following command to generate the PSE on the SST server:
sapgenpse gen pse -v -p C:\SAP_SNC\RFC.pse
NOTE: Replace C: \SAP_SNC\ in the above command with your file path if it is different.
2. The process prompts you for a PIN code. A password is not required. Either:
¢ Do notenter a PIN and press the Enter key.
Copyright © 2022 Syniti and/or its affiliates. All rights reserved. This document contains confidential and proprietary information and

reproduction is prohibited unless authorized by Syniti. Other names appearing in this document may be trademarks of their respective
owners.

SAP RFC Data Extraction using Syniti Replicate > Syniti Solutions > Page 43 of 50



e Enter a PIN, and note it as it will be needed again.
3. The process prompts ‘get_pse: Distinguished name of PSE owner’. Enter
CN=ServerName
where ServerName is a name to identify the SST server in SAP, for example CN=RepProd.
NOTE: As a result of this command, an RFC. pse is created in the SECUDIR folder.

4. Atthe command prompt, run the following command to generate the SST server certificate:
sapgenpse export own cert -v -p C:\SAP SNC\RFC.pse -o C:\SAP SNC\RFC.crt

NOTE: Replace C: \SAP_SNC\ in the above command with your file path if it is different.

NOTE: As a result of this command, the RFC . crt certificate file is created.

Import the Certificate to the Server and Client PSEs

To continue setting up the SNC connection, import the certificate into the Server and the Client Personal
Security Environments (PSEs).

To import the certificate into the Server PSE:
1. Navigate to the SAP System that Replicate should connect to via SNC.
2. Open the STRUST transaction.
3. Expand the SNC SAPCryptolib folder in the left panel and click the node below it.
NOTE: You may be asked for a password to proceed.
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Trust Manager: Display

(&))6) 62 1) (@ J [

Owner Valid from | Valid to
CN=USPM 18.12.2023 01.01.2038
» B3 ssL cient S5L Clent (Anon CN=USPM2 17.12.2023 01.01.2038
. % SSL client BCM 5 CN=POCDAPPO26 15.04.2021 01.01.2038
CN=DSPAppSite 28.04.2021 01.01.2038
» B3 ssL chent SSL Clent (Standa | | | (= 0T nen7 oM A1 A1 am0 N

+ % SSL client PAYPAL
» 3 WS Security Standard ~
» EIWS Secuity Other System £ | L2 Verfication PSE &
» E3 WS Security WS Security Ker

+ % SMIME Standard Certificate

- DFle Subject

» (3 SSF Collaboration Integration Subject (Alt)

» (3 SSF E-Leaming

» ©3 SSF FI_MAP e

B SSF Logon Ticket Serial Number (Hex.)

» (3 SSF SAP Trade Repository Re | Serial Number (Dec.)
Vad From ] to
Algorithm

Key Strength
Signature Algorithm
Check Sum (MDS)
Checksum (SHA1)

P | @ @

4. Click the Import Certificate button which is left of the Add to Certificate List button; a pop up
opens.

5. Select your certificate file REC. crt and click the Continue button. The certificate data displays.
6. Click the Add to Certificate List button. The certificate displays in the Certificate List.

NOTE: If the Add to Certificate List button is disabled, click the Display <-> Change button in the
upper left corner to review the settings

7. Click the Save button (Ctrl + S).

Next, import the Server Certificate to the Client PSE:

1. Still in the STRUST transaction on the SNC SAPCrytpolib folder, double-click the Own Certificate
Subject in the upper part of the screen, as shown in the screenshot below.

The Own Certificate data displays.
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Trust Manager: Display
YR
| SNC SAPCryptol. |
Own Certificate |
e Subject | |CN=HE4, O=Kerberos | ]
» £ 5L clent SSL clent (Anoryr || B (Selfsigned)
* % ssL cient BCM Issuer Certificates ]
» (3 SSL client SSL Client (Standa
+ % SSL client PAYPAL
» (3 WS Security Standard =
» 3 Ws Security Other System E ~
» B3 WS Security WS Security Ken
+ X SMIME Standard TDITrust own root certifcate B
* DFie - -
» 3 SSF Collaboration Integration » =
» 3 55F E-eaming ficertiicats Lt
> By rLee
* &5 SSF Logon Ticket Owner |Valid from  Valid to

» £ SSF SAP Trade Repository Re | | cy=yspM

18.12.2023 01.01.2038

CN=USPM2 17.12.2023 01.01.2038

CN=POCDAPPO26 15.04.2021 01.01.2038

CN=DSPAppSite 28.04.2021 01.01.2038 :
i enmnacnannn n& 7907 A1 01 o

Certificate |

Subject |CN=HE4, O=Kerberos ]

Subject (Alt.) [ |

Issuer |CN=HE4, O=Kerberos ]

Serial Number (Hex.)  |0A:20:16:02:07:08:29:01 ]

Serial Number (Dec.)  (729607337597741313 ]

Valid From [07.02.2016 08:29:01/to {01.01. 2038 00: 00: 01

Algorithm [Rsa ]

Key Strength (2048 |

Signature Algorithm |RSA+SHAL 1

Check Sum (MDS) [82:29: 5D:37:87:04: DF: 8E: 08: C3: C7:A7: 3F:E3: AB: 4D |

Checksum (SHA1) 162:C5:A3:04: 60: 6A: 65: 50:89: 04: 40: 19: AL:EE: AL: FA:D5:E2: 85: A0 |

@ B B __sdocroen ]

“» «»

2. Click the Export Certificate button.

3. Assign a name to the exported certificate that identifies the SAP System where the certificate came
from.

4. Select the Base64 option and click Continue (F8).
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Trust Manager: Display
7R

» £ System PSE SNC SAPCryptolib
~ 3 SNC SAPCryptolb Own Certificate

- @ pocdsap005_S41_10
» B3 55l server Standard CHi=HEs, O=Kerberas
» £ ssL cient SSL Client (nonyr (Self-Signed)
* R SSL client BCM Issuer Certificates
» E3 s5L client SSL Client (Standa
* 3 SSL client PAYPAL
» £33 WS Security Standard
» ©3 WS Security Other System E
» £3 Ws Security WS Security Kev

- .
3 File path LC\SAD_SN(\RQI.UH p

g Vad from
» Oss T 18.12.2023
- 17.12.2023
Ey 15.04.2021
©Baseb4 28.04.2021

[#][] | o1. 01.2038] 00: 00: 01

5. Open a command prompt, move to the SECUDIR folder, and execute the following commands:

sapgenpse maintain pk -v -a <full path and name of certificate> -p <full path and
name of environment>

For example:

sapgenpse maintain pk -v -a C:\SAP_SNC\RQl.crt -p C:\SAP SNC\RFC.pse
A message similar to this one displays:

Adding new certificate from file "[YourCertificate]"

The certificate downloaded from SAP has been incorporated into your PSE environment.

Create the Credentials File

Using the commands in this section, you can create the cred_v?2 file that contains the secure credentials
used in the SNC connections between Replicate and SAP. The cred_v2 file must be created in the
SECUDIR directory (to continue the example from above C: \SAP SNC). The operating system users
that run the Replicate Service and Application must have entries in the file.
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To generate the file and grant access to the users, the following command must be run from a command
prompt with Administrator privileges:

sapgenpse seclogin -p RFC.pse -0 <User>

The command must be run for each user that needs to have access. For example, if the Replicate services
are run by the LocalAccount or NetworkServices, the following commands should be executed:
sapgenpse seclogin -p C:\SAP SNC\RFC.pse -O Administrator

sapgenpse seclogin -p C:\SAP_SNC\RFC.pse -O System

sapgenpse seclogin -p C:\SAP_SNC\RFC.pse -O NetworkService

If Windows user Bobis running the Replicate Management Center he must also be added

sapgenpse seclogin -p C:\SAP_SNC\RFC.pse -O Bob

The tool will ensure a valid Windows user and the correct Domain and Username is added. Upon

completion, this message displays:

D:\snc_lib>sapgenpse seclogin -p RFC.pse -O Bob

running seclogin with USER="Bob"

creating credentials for user "WIN-S4DMXYZ\Bob" (yourself)...

Adjusting credentials and PSE ACLs to include " WIN-S4DMXYZ\Bob"...
d:\snc_lib\cred v2 ... ok.
d:\snc_lib\RFC.pse ... ok.

Added SSO-credentials for PSE "d:\snc lib\RFC.pse"

SNC Configuration in SAP

Using transaction snc0 add an entry for the Replicate server. System ID is the Replicate server’s
hostname and SNC Name is the Distinguished name of PSE ownerfrom the step Generate the Personal
Security Environmentabove.
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Type of ACL entry:
SNC: Access Control List (ACL) for Systems

System ID SNC name RF.. CP...
[] 4EH p:CN=SCC, OU=HCP Scenarios, O=Trust Community, C=DE VM O
[] Cloud connector p:CN=CC M O
[[] DSPAppSite p:CN=DSPAppSite v v
[] POCDAPP023.pocla.. p:CN=POCDAPP023 vl
[] POCDAPP026.pocla.. p:CN=POCDAPP026 v ¥
[ POCXAPP111.poclab.p:CN=POCXAPP111 vl v
['] SAP Cloud Connector p:CN=cldvmxli00197.wdf.sap.corp, O=SAP, C=DE VM O
[] WIN-S4DM9098A40 p:CN=USPM [vI CD:

Configuring a NetWeaver Connection to use SNC
Follow the instructions here to create a NetWeaver connection.
A basic connection uses the following connection properties.

4 Authentication

Connection Type Netweaver

Connection Scheme ApplicationServer

Host 10.21.12.205

System Number 10

User dsp_rfc

Password sssscsscssssssssse
Client 400

Under the Advanced -> Security section of the connection, SNC can be configured. In the basic example
below SNC Partner name is obtained from the SAP system and prefixed with p:. If SNC Name is empty,
User and Password are used.

Note that using SNC Name is an advanced option requiring additional SAP configuration. SNC Name is
configured for SAP logons in the SAP system.
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4 Security
SNC Mode True
SNC Name
SNC Qop 9
SNC Partner Name p:CN=HE4, 0=Kerberos
SNC Lib Path D:\snc_lib\sapcrypto.dil

Trust Manager: Display

7N

SNC SAPCryptolib
| Own Certificate

* @ pocdsap00S_S41_10 [ 1
SSL server Standard | CN=HE4, O=Kerberos I
» (3 S5L client SSL Client {Anonyr ~Signe

+ ¥ SSL client BCM Issuer Certificates

» 3 s5L client SSL Client (Standa

+ 3 SSL client PAYPAL

» 3 WS Security Standard

» 3 WS Security Other Systemn E

» C3 WS Security WS Security Kes

+ X SMIME Standard [ Trust own root certificate
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